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Corporate system of risk management and internal control
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Корпоративные 

требования и 

стандарты

Corporate 

requirements and 

standards

State requirements

International 

standards and best 

practices

Corporate requirements and standards

Policy of corporate risk management and internal control PJSC «Gazprom»

Regulation of system of management of credit risks of PJSC 

«Garpom» its subsidiaries and organizations

Regulation of system of management of currency, interes rate 

and liquidity risk of Gazprom Group

Regulation of system of management of operational risks Gazprom Group

Methodological documents  for risk management and internal 

control

Corporate standards for risk management and internal control

COSO ERM

ISO 31000

FERMA

GOST R 31000

Basel Committee Principles and Approaches (Basel II, III)

International standards and best practices

Central bank of Russian Federation documents: Corporate 

governance code.

President of Russian Federation instructions and Government 

directives

Federal Agency for State property management documents

Federal law 19.07.2018 N 209-ФЗ concerning JSCs

State requirements



Risk management documentation structure
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Methodological documents

I 
LEVEL

II LEVEL

Documents regulating the procedure 

for interaction and risk management of 

business processes and structural 

divisions

III LEVEL

Basic documents



Policy of corporate risk management and internal control

of Gazprom corporate institute

4

Policy of corporate risk 

management and internal 

control of PJSC «Gazprom»

Policy of corporate risk 

management and internal 

control of Gazprom corporate 

institute

Federal Agency for State property 

management documents
Gazprom corporate governance 

code

1. General Provisions
2. Terms, definitions and 

abbreviations
3. Goals and objectives

4. Organizational and operational 

principals
5. Participants. Distribution of powers 6. Collaboration

7. Components



Risk management process in Gazprom corporate institute
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Establishing of internal control 

context

Постановка целей

Risk evolution

Risk treatment monitoring

Risk treatment

M
on

ito
rin

g 
an

d 
re

vi
ew

s

R
ep

or
ts

, C
om

m
un

ic
at

io
n 

an
d 

co
ns

ul
ta

tio
ns

1

2

4

5

6

7

Risk identification3
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External risk factors
• changes in legislation of Russian federations, including additional professional education

• emergency situations and unfavorable epidemiological situation

• reduce of training costs

• Insufficient level of quality provided by teachers and external providers

• случайные или преднамеренные действия физических и (или) юридических лиц,

направленные против интересов Института

• natural hazards, disasters.

Internal  risk factors
• technical device failure and IT systems

• internal control system imperfection

• organization system imperfection (functions, powers, responsibilities)

• employee's violation of established requirements and procedures

• Insufficient level of qualification



Risk simulation
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Score 1 2 3 4 5

Expert assessment Extremely low low middle high extremely high

Costs budjet insignificant < 10 % 10–20 % 20–40 % > 40 %

Meet Deadline insignificant < 5 % 5–10 % 10–20 % > 20 %

Content insignificant
Minor part of the 

program changed
Major part of the 

program changed
Content change is 

inacceptable
Full program is 
unacceptable

Educational projects 
quality

insignificant < 5 % 5–10 % 10–20 % > 20 %

Оценка уровней последствий возникновения рисков Risk assessment methods

Expert assessment

Scenario analysis 

Simulation
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Resource: created by author according to local risk management regulations of Gazprom corporate institute.



Имитационное моделирование рисков
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In OutRisk analysis Risk assessment Results presentation

In

Verified:

• Deadlines

• Risk list

• Risk tolerance 

volume

Step 1: Risk analysis Step 2: Risk assessment

1. For each risk verified:

• liklehood

• Losses (range)

2. Scores are documented

3. Simulation of several risks 

influences

4. Relevant statistic values are 

matched

5. Risk volume compares with risk 

tolerance volume

6. Risks are prioritized

Step 3: Results presentation

7. Average value of each risk

8. Percentile of each risk (default 

95%)

9. Limit exceed

10. Risk prioritization by average 

loss value

9. Charts: risk matrix, risk and 

tolerance

• Rusks are prioritized

• Each risk is assessed 

• Charts for reports are 

prepared

Out

Resource: created by author according to local risk management regulations of Gazprom corporate institute.



Risk simulation
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Resource: created by author according to local risk management regulations of Gazprom corporate institute.

Upper value - 95% percentileLower value- 5% percentile

R1

R2

R3 R4R5 R6 R7 R8R9 R10

Lo
ss

Likelihood

Risk matrix



Corporate risk management culture
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Whatever good or simple the process of risk management could

be, if employees and management refuse it, company will not

manage risks.

*Resource: ISO 31000:2018. Risk management. Principals and guidelines.

A-B-C Model (IRM – Institute of Risk Management) 

A

B

C

формирует

влияет

определяет

attitude

behavior 

culture 

Resource : Risk Culture Resources for Practitioners. Institute of Risk Management



Risk management competences development system
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Full-time

training
E-learning

WebinarsBlog

and publications

Learning solution

Training structure and competence development levels

1. Awareness E-learning «Risk management in PJSC «Gazprom»

2. Knowledge
Professional risk-management in oil 

ang gas industry

Risk management in accordance 

with ISO 31000

3. Experience / Master

4. Expert

Financial and credit risk 

management
Operational risk managment

Professional risk-manager – PRM 

(4 modules)

125 
Eductional

events

186
subsidiaries 

and 

organizations

>5000
Gazprom 

employees
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Resource: created by author according to local risk management regulations of Gazprom corporate institute.



Business simulation «Gas company managment»
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Gas company

Participants / 

teams

HR

Sales

Finance

Processing and storage

Extraction

T&D

Recruitment and firing

Exchange trade,

Long-term contracts

Cash flows

Production volume

Products type

Deposits

Resource: created by author according to local risk management regulations of Gazprom corporate institute.



Дайджест и электронный курс по управлению рисками 
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Thank you for your attention!
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