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Corporate system of risk management and internal control

Corporate requirements and standards

Policy of corporate risk management and internal control PJSC «Gazpromy
Regulation of system of management of operational risks Gazprom Group

Regulation of system of management of credit risks of PJSC
«Garpomy its subsidiaries and organizations

Regulation of system of management of currency, interes rate
and liquidity risk of Gazprom Group

Methodological documents for risk management and internal
control

Corporate standards for risk management and internal control

International standards and best practices

COSO ERM Corporate
requirements and

ISO 31000 standards

FERMA

GOSTR 31000

Basel Committee Principles and Approaches (Basel II, I1l)

State requirements

State requirements

Federal law 19.07.2018 N 209-®3 concerning JSCs
President of Russian Federation instructions and Government
directives

Federal Agency for State property management documents

Central bank of Russian Federation documents: Corporate
governance code.

International
standards and best
practices
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Risk management documentation structure

— Basic documents

Documents regulating the procedure
for interaction and risk management of
business processes and structural
divisions

Methodological documents




®[A3IIPIIM Policy of corporate risk management and internal control
of Gazprom corporate institute

Policy of corporate risk
management and internal
control of PJSC «Gazprom»

Federal Agency for State property
management documents

Gazprom corporate governance
code

Policy of corporate risk
management and internal
control of Gazprom corporate
institute

2. Terms, definitions and

_ abbreviations _

1. General Provisions 3. Goals and objectives

4. Organizational and operational
principals

9. Participants. Distribution of powers 6. Collaboration

7. Components

IV
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Risk management process in Gazprom corporate institute

External risk factors
«  changes in legislation of Russian federations, including additional professional education
«  emergency situations and unfavorable epidemiological situation

Establishing of internal control . reduce of training costs

1 context

[MocTaHoBKa Lenen

Internal risk factors
technical device failure and IT systems
internal control system imperfection
organization system imperfection (functions, powers, responsibilities)
employee's violation of established requirements and procedures
Insufficient level of qualification

Risk identification

Risk evolution

Monitoring and reviews

Risk treatment

R T Insufﬂgent level of quality provided by tea&:hers and external providers
CnyvaiHble WU npeaHamepeHHble OENCTBUS (OU3NYECKUX W (MNK) HOPUOMYECKUX L,

HanpaBMneHHbIE NPOTUB UHTEPECOB MHCTUTYTa

Reports, Communication and consultations

natural hazards, disasters.




draanpom

Risk simulation

OueHKa ypoBHEN NOCNeACTBUA BOSHUKHOBEHUS PUCKOB

Costs budjet insignificant <10 % 10-20 % 20-40 %

.
o) Meet Deadline insignificant <5% 5-10 % 10-20 %
S
>
[&]
[
D
O : : :
= Content insignificant Minor part of the ~ Major part of the Co.ntent change is
-, program changed program changed inacceptable
N2
Educational projects Jser e <5% 5-10 % 10-20 %

quality

Resource: created by author according to local risk management regulations of Gazprom corporate institute.

>40 %

>20 %

Full program is
unacceptable

> 20

Risk assessment methods

Expert assessment
Scenario analysis

Simulation
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KOPNOPATHBHbIN MHCTHTYT

In
Verified:
*  Deadlines
* Risk list
* Risk tolerance
volume

MIMUTaLMOHHOE MOAENMPOBAHNE PUCKOB

Risk analysis

Step 1: Risk analysis

1. For each risk verified:

* liklehood

* Losses (range)
2. Scores are documented
3. Simulation of several risks
influences

Risk assessment

Step 2: Risk assessment

4. Relevant statistic values are
matched

5. Risk volume compares with risk
tolerance volume

6. Risks are prioritized

Resource: created by author according to local risk management regulations of Gazprom corporate institute.

Results presentation

Step 3: Results presentation

7. Average value of each risk

8. Percentile of each risk (default
95%)

9. Limit exceed

10. Risk prioritization by average
loss value

9. Charts: risk matrix, risk and
tolerance

Out

Rusks are prioritized
Each risk is assessed
Charts for reports are
prepared
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Risk simulation

Risks and tolerance Risk matrix
1400

& 1264
1200 @ 1166 & 1187 R3 | R5 R4 R6
& 1109 & 1109

1000 @ 1051 & 1030

800

w
«»n 600 —-
3 51695

Loss

200 195

6
0 @00 &0 U-QI 12 ‘_ﬁg—s I 40— @10 @ 9 z_w-: o
4

-167 03

-400 ¥ 418 & 60

Lower value- 5% percentile Upper value - 95% percentile Likelihood

Resource: created by author according to local risk management regulations of Gazprom corporate institute.
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Corporate risk management culture

Whatever good or simple the process of risk management could
be, if employees and management refuse it, company will not
manage risks.

A-B-C Model (IRM - Institute of Risk Management)

*Resource: ISO 31000:2018. Risk management. Principals and guidelines. Resource : Risk Culture Resources for Practitioners. Institute of Risk Management
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Risk management competences development system

186 >5000

subsidiaries Gazprom
and employees

Full-time organizations
training

Training structure and competence development levels

Professional risk-manager — PRM

Learning solution (4 modules)

Financial and credit risk

. i i )
3. Experience / Master e Operational risk managment 2
=
D
Professional risk-management in oil Risk management in accordance =
2. Knowledge ang gas industry with 1SO 31000
1. Awareness E-learning «Risk managementin PJSC «Gazprom»

Resource: created by author according to local risk management regulations of Gazprom corporate institute.
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Business simulation «Gas company managment»

O5BbEM NMPOU3BOACTBA MO NEPUOAAM

15¢

PE3YJIbTATbI NEPUOJA 1

PEWTUHT FA30BbIX KOMIMAHUNA
[a3oBble KOMNaHuu

S

. Participants / o v
| teams |
HR T&D
] ) Recruitment and firing
g Sales ) Exchange trade,
| . Long-term contracts
|® | Finance |
i > Cash flows

@@ Processing and storage Production volume
Products type

ﬁ Extraction :
| > Deposits

Resource: created by author according to local risk management regu?ations of Gazprom corporate institute.

T
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KOPNOPATHBHLIN MHCTHTVT

A0KECT W AMEKTPOHHBIN KYPC MO YNpaBneHnio puckamu

COSO. Ynpaenexue puckamu opraHuaaly
VHTerpupoBaHHas moaen.

®[A3IIPIIM
CAHKT-TIETEPBYPI

MOCKOBCKAS OBNACTD 0B MHCTWTYTE  OBYHYEHME HOBOCTW  BMBNWOTEKA  KOHCANTMHI  KOHTAKTbI

COSO ERM 2017 - CTpyKTypa KoHUenuumn

WUccneposanus

YHPEBHEHMG puckammn

ynpasnenme
W KynbTypa

Crparenw IPpdexmummnocTs
W noCTanoBKA REATENLHOCTH

ueneh
@ n3|“|nM MOCKEBA. 1. OcywecTnenme AHANH3 YENOBIA Beaerm | 10, BHABNEHNE PHCKDB
KowTakTbi 6 CAHKT-METEPEYPT ol s > ,n,::n::;,:,‘ ~= Ih SN s e
S —— 0B MHCTUTYTE  OBYHEHWE  HOBOCT 24 yopenmman ' 12.NIpHOPHTISALYR PHCKOB

13.Pe: IBaHIE Ha PHCK

2. Cozpamme
ONEPALIIOHIIX
vy | 9. @opmyniposKa Busmec

ueneit

14.Komny
Tnasnan / Koscanmuer

prcion

KO BINAR HA
aHis / YNpaEneHHe puckami / Kynstypa yny

18 DHCKaMM-BEXHbGT acnexT

\0rD PUCK-OPHEHTUDOEEHHOTO YTIpaBNEH

y Mccnenosatiua KYTILTYPA YIIPABNIEHWS PACKAMMW-BAXHBIA ACTIEKT 3OMEKTHBHOI
osas sef] YIPABIIEHUS! B KOMITAHWM.

3. Onpeaenerme
eNaeMoi KynLTYP
4. RemoncTp
npusepe
OCHOBMR L

Ynpasnexue pHCKaMu

5. Npuanesw

3ppascTByiiTe, yBaxaemble Konnern!

pasem warie
xea Hrebix
KoHTaktbl oo
Mel Beprynuce k Bam 8 HosoM rogy ¢ npogonxen1em Tematmuecknx 0G3op
B npownom oBG30pe Mbl 3aTPOHY/IM C4eHb BaxHbIi acnekT 3ddekTMBHOro pi
KOMNEHWU - KYNBTYPbl PUCK-MEHEDKMEHTA.
Hogas sef 370 MHOTO(AKTOPHOE NOHATHE, KOTOPOE BKIIOUAET: NOHUMAHUE PUCKOB pab

. 0N\:llll‘llM ISO 31000. CtpykTypa ynpaBneHus puckamu - 2018
MHOPACTPYKTYPhI M NPOLELYP PUCK-MEHEMKMEHTE, AOKYMEHTOB 1 npouecca obMeHa uhdopmMaumer, pag Apyrm
nabom ApYroM Aene o4eHb BaeH He TONbKO Habop A0KYMEeHTOB 1 NPoLeayp, @ UX NPasH/bHas TDakTosKa W np|
A 3T0 Ye BO MHOTOM OMPEAEeNsEeTcs YPOBHEM 3PENOCTH KOMNaHMM, YPOBHEM DA3EMTHA KOPNOPATHBHOM KYNbTY[]

Mbl naneKko He eMHCTEEHHAA KOMNAHWS B POCCHMM, KOTOPAs NPUMEHAET PUCK-OPMEHTMPOBAHHBIE NOAXOAbI B YN
[lna ceropnswHero 0630pa Mbl NPOAHANM3MPOBANM OMNbIT (NONOXUTENbHBIA M HE 0YeHb) KOANET M3 OPYTHX KoM
BHENPEHMKD YNPABNEHUA PUCKAMMK W CAENAEM ONPeeneHHbIE NONE3HbIE NPAKTUUECKWE BbIBOMbI.

NuaepcTeo 1 OTBETCTBEHHOCTL

Mofen1TbCs ONBITOM 1 HAOMIOAEHUAMK MBI NONpockak [lupexTopa

p uynp pud]
AO "OCK" (O6beaMHEHHAA CTPAX0Bas KOMMNaHWs), HE33BMCMMOTO 3KCNEepTa NO oueHKe NPodeccHoHaLHBIX KBa.
coseTa no NpadeccHoHabHbIM KBanndrKaLuaM GUHEHCOBOrO PbIHKA MO CNeUManbHOCTH “yNpaBneHne PHCKaM
Koganeko:

- AHTOH, OT KOMNaHWM K KOMNaHWW Mbl YaCTO BUAMM BECBMa WHTEPECYI0 CUTYaLIMIO, KOT/Ia, HECMOTPS Ha obuf

NO/IXOA0B N0 YNPABNEHWI0 PUCKAMM B MEXTYHAPOHbIX MM POCCHIACKHX CTaHAPTax, B KOMNaHMAX CKAabi} - NPU3HAHUA W BLINONHEHUA BCEX CBOMX 06S13aTeNbCTB, B TOM YuCne

O4YeHb NbHAA CUTYaLUs € ynip PHUCKAMM W C CAMMM OTHOWIEHWEM K puckam. Ha Baw B3rn llOﬁpOBOanle;

310 0bywiosneHo? -YCTaHOBNEHWA BENUYUHBI U TUNA PUCKOB, KOTOPbIE OpPraHu3auus MOXET WU He
" MOXET NPUHATL,

- MonpoByio Ha4aTe BOT C Takoro npumepa. Oaxa M3 KOMNaHWi, rae MHe AoBenocs paboTaTk B KauecTse NpuIma

KOHCYNLTaHTa Mo BHEAPEHHIO PHCK-MEHEKMEeHTa, ABNAETCA Ao4epHUM 0BLIECTBOM M BXOAWT B Tpynny KoMnakk
CNoHCOPOM BHEAPEHNS YNPABNEHUA PUCKEMU BbICTYIANM AUPEKTOP MO KAYECTBY U CTPYKTYPbI, HAXOAAWMNECH B §
seaeHn. M nockonbky npoueccel BbiK Yoke B 3HaYUTeNbHON CTeneHW OTNakeHbl, YNpasneHMe PUCKamm CTano

eCTECTBEHHBIM NPOAOMKEHHEM YiKE CIOXHUBILERCS cHCTeMbl. Bonblasn YacTs paboTHUKOB HE 3HaNA TEOPHM PHCK]

-f0BE/IEHHS! 10 CBEAGHIUA 3aUHTEPECOBAHHBIX CTOPOH MH(OPMALMIO O
LiEHHOCTH PUCK-MEHEKMEHTa;
-06€CneyeHnst MOHUTOPUHTA PUCKOB;

- obecneyeHns COOTBETCTBIUE CTPYKTYPbI PUCK-MEHEKMEHTA KOHTEKCTY

MeHe[DKMEHTE, HO BOCMPHHWMaNa HOBbIE 3HaHWA NO3MTMBHO, OTKPLITO, NOCKONLKY CaMa MAEONOMMA PUCK-MeHe) OpraHusayuu.

Bnn3Ka K CUCTEMaM MEHEIXKMEHTA, 3aN0XEeHHbIM B MEXUIYHapPO/AHbIX CTAHAAPTAX, MOXHO CKa3aThb, £10 Xe 1 AENS
CYTH, PUCK-MEHEKMEHT ABNAETCA NOAX0A0M K YNPABNSHMIO W NpuHATHIO pewenuid. Komnanus cama cebe nocraeina
amOMUNO3HYI0 3aaaqy, M BCE Hale BPeMs COBMECTHOH paGoTbl Mbl AeTanbHo pasbupanice, Kak MOXKHO MPETBOPHTL ee
3KM3Hb. OCHOBHBIE MOMEHTEI, KOTOPbIE TPEBYET rONOBHAN, MATEPHUHCKAN KOMNEHMA, YYACTHUKW OBY4aloLLed NporpamMmel
"cxgatMau’ GbICTPO M 3a4aBanM BONpoCkl yxe no Gonee NPoABHHYTEIM METOAaM PaboThbl C PUCKAMM, KOTOPLIE MO3BONAT

B




KOPNOPATHBHbIN MHCTHTYT

Thank you for your attention!

13



